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adamianis uflebebi da movaleobebi informaciul sazogadoebaSi gansakuTrebuli da Zlier didi mniSvnelobis problemaa. swrafad cvladi sinamdvilis pirobebSi, rodesac axali, jer kidev ucnobi teqnologiebi warmoiqmneba, viTardeba da inergeba, es problema gansakuTrebul mniSvnelobas iZens, Tavis axali da jer kidev nawilobriv an savsebiT Seuswavleli TvisebebiT.

adamianisa da sazogadoebis adaptacia mimdinare cvlilebebisadmi metad garTulda. axali teqnologiebis gavlenam dakarga lokaluri xasiaTi da globaluri maStabebi miiRo.

sakanonmdeblo baza sazogadoebis ganviTarebas veRar eweva. garda amisa, igi kvlavindeburad lokaluri kanonebis Seqmnaze, adgilobrivi, erovnuli Taviseburebebis gamoyenebazea orientirebuli. magram dadga dro, rom Seiqmnas mTeli rigi globaluri kanonebisa, romlebic mTlianad kacobriobaze iqneba orientirebuli.
kiberdanaSauli SemaSfoTebeli siswrafiT matulobs. es fenomeni sul ufro da ufro farTo maStabebs iRebs da ukve mTeli planeta moicva.

ramodenime clis win  saqarTveloSi imyofeboda OCLCTIC-is warmomadgeneli (informaciul teqnologiebTan da komunikaciebTan dakavSirebuli danaSaulis winaaRmdeg brZolis biuro), kriminaluri policiis kiberdanaSaulis winaaRmdeb brZolis mTavari sammarTvelos TanamSromeli am sferos specialistebisaTvis gamocdilebis gaziarebis mizniT.

evropis sabWom seulSi gamarTul ekonomikuri TanamSromlobisa da ganviTarebis organizaciis ministrTa SexvedraSi, romelic internet ekonomikis momavlis sakiTxebs eZRvneboda, sxvadasxva qveynis mTavrobebs kiber-danaSaulis konvenciis xelmowerisken mouwoda. nebismieri warmatebuli kampania kiber-danasaulis winaaRmdeg unda iyos iseTive globaluri, rogorc Tavad kiber-danaSaulia. evropis sabWos konvencia Sesabamisi platformiT uzrunvelfofs amgvar globalur TanamSromlobas da amitomac sxva qveynebi unda mas rac SeiZleba male unda SeuerTdnen. es ar aris mxolod evropuli xelSekruleba, es aris  xelSekruleba, romelic msoflio gamoyenebisTvisaa Seqmnili”,-ganacxada evropis sabWos generaluri mdivnis moadgilem mod de bor-bukikiom. kiber-danaSaulis konvencia, romelic amJamad 44 qveynis mieraa xelmowerili, kiber-danaSaulis sawinaaRmdego saerTaSoriso donis erTaderT savaldebulo instruments warmoadgens. amas garda, mimdinare wlis 8 aprils organizaciam Zalovani struqturebisa da internet-servisebis mimwodeblebisTvis miiRo damxmare saxelmZRvanelo principebi, romelic kiber-danaSaulebaTa gamoZiebisTvisa da maT winaaRmdeg sabrZolveladaa mimarTuli.

saerTaSoriso organizacia saqarTveloSi dafiqsirebuli kompiuteruli samarTaldarRvevebis raodenobiT dainteresda. maTi interesis motivi gasagebi da amave dros sakmaod aqtualuria: ukanaskneli wlebis ganmavlobaSi Tanamedrove msoflios erT-erT pirvelxarisxovan kriminalur problemad swored kompiuteruli danaSaulebi iqca. Tumca unda aRiniSnos, rom ucxoelma specialistebma am sakiTxs yuradReba jer kidev gasuli saukunis 70-ian wlebSi miaqcies: amerikelma alfons konfesorem eleqtrogamomTvleli manqanis gamoyenebiT 602 aTasi aSS dolari moipara da msoflio kriminalistikis istoriaSi pirvel kiberdamnaSaved iqca. danaSaulis es saxeoba dRes ukve imdenad ”ganviTarda”, rom narkotikebisa da iaraRiT vaWrobis Semdeg yvelaze ”Semosavlianad” iTvleba. magaliTad, aSS-Si oficialuri monacemebiT, kompiuteruli danaSaulebis Sedegad miyenebuli zarali weliwadSi saSualod 5 miliardi dolaria, safrangeTSi-1 miliardi evro, germaniaSi ki-4 miliardi evro. sagulisxmoa maTi zrdis maCvenebelic: yovelwliurad msoflioSi kiberdanaSaulebaTa ricxvi 30-40%-iT imatebs. aRsaniSnavia, rom kompania Symantec-is mier gamoqveynebuli monacemebiT, kiberdanaSaulebaTa kuTxiT pirvel pozicias 35%-iani maCvenebliT aSS ikavebs, meore adgilze CineTia( 30%), mesameze- brazilia(14,3%), sadac gansakuTrebiT kompiuteruli virusebia gavrcelebuli, meoTxeze- ruseTi (4,1%), xolo ”sapatio xuTeuls” SvedeTi(3,8%) asrulebs. kompiuteruli danaSaulebebis ricxvi qveyanaSi kompiuterizaciis tempis paralelurad izrdeba. 

jerjerobiT saqarTveloSi kompiuteruli kriminali mezobeli qveynis masStabebisgan sakmaod Sors aris. Sinagan saqmeTa saministros sainformacio-analitikuri departamentis monacemebiT, wina  wlebSi kiberdanaSauli saqarTveloSi oficialurad ar dafiqsirebula. sul ki dRemde 6 amgvari faqtia aRricxuli. 

A
aucilebelia  SevuerTdeT evrokavSiris  kiberdanaSaulis winaaRmdeg konvencias,  raTa daculi viyoT rogorc kerZo, ise - farTomasStabiani kiberSetevebisgan. konvencia evrosabWos qveynebs Soris informaciis gacvlas da  daxmarebas gulisxmobs.  

saqarTveloSi kiberdanaSaulze gamkacrebuli sakanonmdeblo normebi amoqmedda, Sesabamisi sakanonmdeblo cvlilebebi saqarTvelo kiberdanaSaulis konvencias uerTdeba, rac gamoixateba Tanamedrove moTxovnebis srulyofilad dakmayofilebaSi. sakanonmdeblo cvlilebebis mixedviT, sisxlis samarTlebrivi pasuxismgebloba, garda fizikuri pirebisa, iuridiul pirebzec gavrceldeba, rac saqmianobis uflebis CamorTmevas, jarimas an qonebis CamorTmevas gulisxmobs.

amas garda, sisxlis samarTlebriv danaSaulad CaiTvleba kompiuterul sistemaSi unebarTvod Sesvla da kerZo komunikaciis gacnoba. aseve, ikrZaleba kerZo saubris garkvevis mizniT kompiuteruli programis, kompiuterul sistemaSi SeRwevisTvis saWiro parolis, daSvebis kodis an sxva msgavsi monacemis unebarTvo damzadeba, Senaxva, miuxedavad imisa, rom  rom am etapze saqarTveloSi msgavs danaSaulebaTa ricxvi didi ar aris,  Tavis dazRvevis mizniT, damnaSaveebis gamosavlenad yvelanairi berketi unda arsebobdes.  Tumca kiberdanaSaulebi gaxSirda saqarTveloSic - saavtoro uflebebis darRvevis faqtebi da mcdari imeilebiT motyuebuli moqalaqeebis ricxvi gaizarda. saqarTvelo ramdenime welia monawileobs kiberdanaSaulis winaaRmdeg mimarTul kampaniaSi. mimdinareobs sxvadasxva saxis treiningebi im sistemebisa da moqalaqeebis dasacavad, romlebic aqtiuri internet momxmareblebi arian. saqarTvelo mTavroba ori ZiriTadi mimarTulebiT axorcielebs kibersivrcis dacvas: pirveli - iusticiis saministros mier sakanonmdeblo bazis daxvewa. meore gzad moiazreba erovnuli uSiSroebis sabWos mier wamowyebuli iniciativa, ganixilos erovnuli usafrTxoebis koncefcia. 

internetis globaluri xasiaTi saSualebas aZlevs kriminalebs, msoflios nebismier wertilSi Caidinon arakanonieri qmedeba. amis gamo aucilebeli xdeba yvela saxelmwifom gaaZlieros Sida kontroli sakuTar internetsivrceze da, amasTanave, gaaZlieron urTierTTanamSromloba, raTa ufro efeqturad daicvan Tavi kiberkriminalebisagan. am qmedebaTa gakontroleba sakmaod rTulia, magram ara SeuZlebeli, amisaTvis yvela internet mommxmarebelma unda daicvas Semdegi oqros wesebi:

- ar gamoviyenoT kompiuteri dacvis sistemis gareSe.

- ar gavxsnaT da vupasuxoT ucnobi misamarTidan miRebul werilebs.

- ar mivyveT sxvadasxva vebgverdebze ganTavsebul links, romlebic fulis mogebas gvpirdebian lotos meSveobiT.

- aravis mivweroT sakuTari sabanko angariSis nomeri da pinkodi.

- gadavamowmoT nebismieri informacia, romelsac eleqtronulad viRebT, Tundac is megobris misamarTidan iyos mosuli.

interneti usazRvro sivrcea, misi meSveobiT erT wamSi msoflios nebismier kuTxeSi SegviZlia davukavSirdeT adamianebs. safrTxe, romelsac es globaluri qseli qmnis, realuria. axla ki Cveni gadasawyvetia, gaviTvaliswinebT msoflioSi arsebul rekomendaciebs da davicavT Tavs danaSaulisgan, Tu kiber kriminalTa msxverpli gavxdebiT.
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